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Abstract. The development of information and communication technologies has
brought in its wake the upsurge of cybercrime and has raised the need to take
cyber security measures at all levels. One of them consists in placing the human
being at the center of computer security, notably by studying the individual
perceptions behind the desire to perform acts of security, including cyber security.
This research work actually aims to use a mixed method to determine the rationale
behind the intention of Cameroonian authorities to adopt and implement cyber
security measures. The theoretical underpinnings of this research were posed by
the Unified Theory of Acceptance and Use of Technology and the Health Belief
Model.
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1 Introduction

The use of information and communication technologies has spanned virtually all
spheres of activity; in both the private and public sectors, exalting the competitive
advantages, technological development and the popularization of the Internet (Fielder
et al. 2016; Hughes et al. 2017). As a result of such expansion, there has been an aston‐
ishing increase in the amount of information circulating online today (Henshel et al.
2015; Savulescu 2015); which justifies the significant online migration that is being
observed on a daily basis (Choejey et al. 2015). Given the momentum of the Internet
and related tools, the giant of information and communication technologies, Microsoft
indicated that by 2020, nearly 4 billion Internet users will be recorded globally,
accounting for more than 50% of the current statistics (Wheeler 2016; WSJ 2017). As
the mass of information circulating is increasing exponentially, this represents an appro‐
priate avenue for cybercriminals and helps developing cybercrime around the world.
Microsoft further points out that cybercrime generate financial losses estimated at about
300 billion dollars (MarketWatch 2016, Wheeler 2016; WSJ 2017). The company Cyber
security Ventures, on its part, indicates that the value of information stolen globally as
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a result of cybercrime practices is estimated at about 429 million dollars. And according
to financial results for the first quarter of 2017 of ThreatMetrix, nearly 130 million
attacks were detected and thwarted in the world (ThreatMetrix 2017). Regarding specif‐
ically Cameroon, it appears that nearly 63% of indictments filed by the National Agency
for Financial Investigation (NAFI) were related to cybercrime in 2014 (Cameroon-info
2016; Cameroun 2016). In addition, the Cameroonian Treasury recorded significant
financial losses (about 7 million in dollars) in 2015 as a result of cybercrime (Cameroon-
info 2016). Furthermore, the National Agency for Information and Communication
Technologies (NAICT) detected in 2016 about 8594 indices of vulnerabilities following
investigations in 74 public and private Cameroonian organizations (Cameroon-info
2016). Cameroon is therefore an attractive place for cybercriminals, and it would be
interesting to study the determinants of cyber security use in this country. For the purpose
of this study, we have limited our scope to public administration.

Cyber security can be perceived as the digital protection of intellectual and commer‐
cial property against excessive use and/or unauthorized authorship (Kaplan et al. 2011;
Andeme bikoro et al. 2017). Fighting against cybercrime is a delicate, costly mission.
In this regard, Ventures argues that between 2017 and 2021, the overall cost of creating
a reliable cyber security arsenal will cost about $ 1 billion (Steve Morgan 2016; Wheeler
2016).

The particularity of this work is that it takes into account both behavioral aspects
such as individual perceptions as well as structural and demographic aspects. This, to
explain the determinants behavioral intentions and the use of cyber security in a context
of developing countries contrary to what already exists in the literature. This permits us
to put together elements of UTAUT and HBM to emerge an explicit framework to
delimit individual perceptions influencing in turn the desire and use of cyber security.

After introducing our remarks, we will throughout this work, present in turn a liter‐
ature review to discuss what has already been done in previous studies. Next, the
presentation of the conceptual framework will follow with the two theories used in this
paper. Study (UTAUT and HBM); the explanation of different constructs that we took
in these theories to build our research model. The methodology of this study will be
presented in the fourth part, in which the main steps of data collection of this work are
presented. These data have been the subject of a rigorous analysis by software such as
XLSTAT, Smart PLS. Furthermore the results of this analysis are detailed in part 5. The
final lines of this work represent the discussion of the results and the presentation of the
limits and contribution.

2 Summary of Literature Review

The literature on cyber security is rich enough in both terms quantitative and qualitative
terms.

In his article on factors influencing decision-making to invest in cyber security,
(Fielder et al. 2016) argued that the cost of implementation and the impact of this new
solution on the company’s business fundamentally underpin any investment in cyber
security. In other words, these two support factors should be considered in the selection
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of the set of cyber security control tools that can maximize the chances of effective
curbing cyber-attacks.

When developing a holistic and predictive cyber security risk assessment model,
human factors such as the human behavior are needed to understand how the actions of
cyber users, defenders and attackers can affect cyber security (Henshel et al. 2015). Trust
has proven to be a crucial element affecting a person’s role in an online system. In
particular, this article focuses on the notion of trust, showing its links to the inherent and
external characteristics of humans interacting with computer networks (Abubakar et al.
2015; Henshel et al. 2015).

On the other hand, there are studies focusing on the phenomenon of conscientious
cybernetic citizens. There are “individuals who are motivated to take the necessary
precautions under their direct control to secure their own computer in a family setting”
(Anderson and Agarwal 2010; Arabo 2015). Other studies have been conducted to
understand factors determining the intention to perform safety-related behaviors and
interventions that can positively influence these factors (Anderson and Agarwal 2010).

Furthermore, studies such as those by (Drew 2012) analyze the threats, vulnerabil‐
ities and risks associated with computer networks in order to provide appropriate meas‐
ures to secure the valuable assets of an organization. Some of them also discuss the role
of cyber security in e-governance. With the rapid growth of information technology,
organizations are taking extra precautions to protect their information. The scope of
online governance control and its impact in a community defines a system that is more
than just a sum of simple systems (Conklin and White 2006; Drew 2012). To test security
issues across the system, a new method of analysis is needed, resulting in a community
cyber security exercise.

As for (Andeme bikoro et al. 2017), they present a set of global perceptions that
influence the adoption of security attitudes, and by extension, cyber security practices.
Such contribution is much more directed at the protection of electronic data in the
Cameroon context.

3 Conceptual Framework

In this section, we present our research model with its hypotheses. It should be noted
here that this model is inspired by both the Unified Theory of Acceptance and Use of
Technology (UTAUT) (Venkatesh et al. 2003; Turan et al. 2015) and the Health Belief
Model (HBM) (Rosenstock 1974). Indeed, we borrow from UTAUT various behavioral
factors such as intention to perform security related behavior and utilization; this to
highlight the determinants that influence this lighthouse construct of our research model.
The literature on UTAUT has clearly laid the foundation for this behavioral theory of
acceptance and use of new technology(Venkatesh and Davis 2000; Venkatesh et al.
2003). At HBM, we extracted some individual perceptions such as perceived vulnera‐
bility, perceived barriers and cues to action. These will be tested on intention to perform
security related behavior to highlight the connection between these constructs. So lay
down new foundations in the theory. We therefore have the following:
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3.1 Core Constructs

Perceived vulnerability (PV) is the perception by individuals of a damage that can
cause a computer attack (Claar 2011). It’s about doing behavioral acts to lower the risk.
It is obvious that when an individual believes that he can be reached, it will be more
likely to find a solution to avoid this (Janz and Becker 1984).

H1: Perceiving vulnerability to an incident is positively related to the intention to
achieve security-related behavior.

Perceived benefits (PBe) are advantages for individuals to use a new technology
(Claar 2011). In other words, it is the vision an individual has about the utility of a new
behavior in order to reduce the risk of being attacked (Rosenstock et al. 1988).

H2: Perceived benefits are strongly related to the intention to achieve security-related
behavior.

Cues to action (CuA) are external events that cause people to do certain things
(Graham 2002). These are the experiences outside of you that can push you to use tech‐
nology (Janz and Becker 1984; Rosenstock et al. 1988).

H3: Cues to action are positively related to the intention to achieve security- related
behavior.

Intention to perform security-related behavior (IPS) is the desire aroused in an
individual to perform an act (Anderson and Agarwal 2010; Andeme bikoro et al. 2017).
Desire generally caused by perceptions of the individual which will push to pose acts
related to the behavior.

H4: The intention to achieve safety-related behavior is positively related to the use of
safety.

Computer security usage (CSU) is the intention to adopt computer security (Kim
et al. 2016; Andeme bikoro et al. 2017).

3.2 Moderator Constructs

They refer to socio-demographic factors influencing individual perceptions (Damanpour
1991).

Age

H5: Age significantly moderates the relationship between the intention and security-
related behavior realization and utilization.
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Gender

H6: Gender significantly moderates the relationship between the intention and security-
related behavior realization and utilization.

All this results in the model below (Fig. 1):

Fig. 1. Research model

4 Methodology

The mixed method has been used here, as it can be used in a qualitative or qualitative
way (Jick 1979; Venkatesh et al.2013). It consisted in administering a questionnaire to
4 public and para public establishments, and in interviewing 10 government officials. In
terms of quantitative methodology, a hypothetico-deductive approach was applied at an
earlier stage to enable a pre-test phase with 6 various Master’s students from the Catholic
University Central Africa. After the pre-test, the pilot phase was conducted with 47
students from the same university. The questionnaire was finally administered based on
the results obtained during these two phases. We distributed 260 copies in French and
37 copies in English. We eventually received 150 returned questionnaire forms (137 in
French and 13 in English) which came from State agents serving in various public
administrative establishments, within a period of 3 months. We opted for a voluntary
sampling. For the analysis of these statistical data, the software applications XLSTAT
2017 and SmartPLS 2015 were used (Henseler et al. 2009). Regarding the semi-struc‐
tured interviews that were conducted, they lasted on average 30 min and the operation
took more than a week; the data collected were processed by simple content analysis.

5 Results

We have obtained a predominantly young population whose age range is between 25–
40 years, a highly educated population whose level of education is at the Master. This
predominantly male population is 73% male compared to 27% female.
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As mentioned above, we used the statistical tools XLSTAT 2017 and SmartPLS
2015 to process and analyze the data collected. The reliability test gave the following
results (Table 1):

Table 1. Test of reliability

Cronbach’s Alpha rho_A Composite reliability Average Variance Extracted (AVE)
CSU 0.826 0.951 0.916 0.845
CuA 0.7 0.773 0.794 0.574
IPS 0.977 0.977 0.988 0.977
PBe 0.717 0.736 0.819 0.603
PV 0.830 0.841 0.888 0.666

Regarding the discriminant validity, the table below describes the results (Table 2):

Table 2. Discriminant validity

CSU CuA IPS PBe PV
CSU 0.919
CuA 0.159 0.758
IPS 0.229 0.266 0.989
PBe −0.038 0.040 0.143 0.777
PV 0.181 0.058 0.452 0.115 0.816

The Goodness of Fit (GoF), which is an overall indicator of the model’s appropri‐
ateness, testifies to the quality of the author’s model as follows: 0.8 in relative value
(Tenenhaus et al. 2005; Henseler et al. 2009), which is the threshold of acceptability set
forth by theoreticians for this kind of model (Table 3).

Table 3. Goodness of Fit

GoF GoF bootstrap
Relative value 0.862 0.869

The results obtained clearly indicate that the various reliability indicators, particu‐
larly the Cronbach’s Alpha of this model, are good because they are greater than or equal
to 0.7. In the same light, the table of the discriminant validity shows a perfect correlation
between the constructs of our model, thereby corroborating results from the Goodness-
of-Fit indicator. In short, we have the model appearing below, which describes the path
coefficients and the degree of its significance (see stars) (Fig. 2).

6 Discussion

In substitution to the desire to perform an act of security, including of cyber security,
the intention to achieve security-related behavior positively influences the use of cyber
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security measures. This is justified by three perceptions, namely perceived vulnerability,
perceived barriers and cues to action.

Perceived vulnerability is the most frequent perception among employees who desire
to take security actions, as it has a coefficient of 0.429. Indeed, the single perception that
a system may be corrupted by a virus or by a computer worm causes the employee a
strong desire to take a computer security measure. Therefore, perceived vulnerability
strongly influences the intention to achieve security related behavior. It is perception
that influences individuals in these jurisdictions to adopt cyber security attitudes. Indeed,
it shows that perceived vulnerability is very strongly related to intent to perform security
related behavior. The desire to use cyber security is stronger when individuals are aware
of the vulnerabilities they face in terms of data loss, information theft and forgery of
data. Perceived vulnerability is therefore presented as the strong link in the chain of
determinants of behavioral factors that influence intention to perform security related
behavior and utilization. This highlights the need for global awareness on this issue and
on improving the skills of public sector employees on cyber security issues.

Cues to action, with a path coefficient of 0.224, shows that some external sources of
information are able to elicit from these employees the desire to take security acts, which
may include TV broadcasting and share of experiences by loved ones or even alerts from
manufacturers of digital devices. Therefore, cues to action also strongly influence the
intention to achieve security-related behavior. In literature, it is a perception that weakly
influences the health belief model. But in our research, this construct also presents itself
as a strong link in the prediction of the use of cyber security in case of developing
countries. This shows that the experiences of others in the use of cyber security are an
essential asset. Because this research has demonstrated that the desire to use cyber
security is strongly accentuated in an individual who is aware of the harms that happen
to third parties who have not taken cyber security measures. In the same way, good
public awareness is needed and especially it would be wise for this government to present
as examples cases of public sector companies that have already been subjected to cyber
attacks. In addition to talking about the losses they have recorded.

Perceived benefits do not strongly influence individuals to perform security acts.
This means that neither the cost nor the time is major obstacles for individuals to resort

Fig. 2. Research model with path coefficient (***= p < 0.001,**= p < 0.01,*= p < 0.5)
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to cyber security. As a result, the perceived benefits influence significantly the intention
to achieve security related behavior.

The relationship between the intention to realize security-related behavior and the
use of cyber security is therefore strengthened. Evidence to this are the values of the
various indicators, which show that the desire aroused in individuals to perform cyber
security acts pushes them to rely on cyber security measures.

In terms of demographic factors, we have: Regarding age, young people are those
who are better able to move from intention to the effective use of cyber security; unlike
the elderly; this shows that in these public administrations, it would be wise not to use
an aging staff. Regarding gender, the use of cyber security is more driven by intention
to perform security related behavior among women at the expense of men as indicated
by the sign of the value −0.036.

In sum, in the Cameroonian public administration, young people are more concerned
about the inconveniences that could result from the non-use of cyber security measures.
It is this perception that strongly supports the relationship between intention to perform
security related behavior and utilization. This shows that the rise of cybercrime is a fact
that will push these companies to take cyber security measures.

As mentioned above, the main recommendation to formulate for the Cameroonian
state would be to sensitize the civil servants and state agents on the venerability of
unprotected systems as well as on the importance of safeguarding immaterial assets.
One of the best ways to achieve this could be through reporting and disseminating the
experiences of Cameroon-based companies and organizations that have already faced
cyber-attacks and have succeeded in curbing them efficiently. It is also important to
popularize what is being done by those entities to improve their arsenal for cyber security
issues.

7 Limits and Contribution

The main contribution of this study stands at the theoretical level. In a context charac‐
terized by the paucity of the relevant literature on information systems and related issues
such as cyber security; it is obvious that the compass of our study on this topic is some
how narrowed. That not withstanding, this research work will hopefully throw off the
shackles of impassiveness among the public authorities of Cameroon and of some other
countries, for them to definitely ponder on cyber security. In practical terms, this study
gives rise to a better understanding of the rationale behind individuals taking cyber
security actions.

In addition, this study makes it possible to lay the theoretical foundations for the
relationships between individual perceptions such as perceived vulnerability, perceived
benefits, cues to action and intention to perform security related behavior and the use of
cyber security.

This confirms the fact that many cyber attacks are increasingly an uncomfortable
situation for individuals hence the desire to take cyber security measures (Wheeler
2016).
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